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and autonomous systems. In recent years, significant research efforts have been directed
toward leveraging GNNs not only as vulnerable models but also as robust frameworks for
detecting adversarial examples. This paper presents a comprehensive review of GNN-based
adversarial example detection approaches, focusing on architectural innovations, robustness
mechanisms, and intelligent security applications. We systematically analyze studies
published between 2018 and 2023, highlighting the evolution of detection techniques
including graph-guided testing, adversarial edge detection, graph immunization strategies, and
robust architecture search. Additionally, we explore how graph structures enable better
representation of relationships among data points, thereby improving the detection of
anomalous and adversarial patterns. The review further examines key challenges such as
scalability, transferability of attacks, and lack of theoretical robustness guarantees. Emerging
trends including hybrid models, explainable GNNs, and graph-based defense mechanisms are
also discussed. A comparative analysis of selected studies provides insights into performance
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Introduction

The rapid advancement of deep learning has revolutionized numerous domains, including computer vision, natural language
processing, and cybersecurity. Among these advancements, Graph Neural Networks (GNNs) have gained significant attention due
to their ability to model complex relationships in structured data. Unlike traditional neural networks, GNNs operate on graph-
structured inputs, where nodes represent entities and edges represent relationships. This capability makes GNNs particularly suitable
for applications such as social network analysis, recommendation systems, biological network modeling, and fraud detection. Despite
their success, GNNs are not immune to adversarial attacks. Adversarial examples are maliciously crafted inputs designed to deceive
machine learning models into making incorrect predictions. These perturbations are often subtle and difficult to detect, posing serious
threats to the reliability and security of Al systems. In graph-based settings, adversarial attacks can involve manipulating node
features, injecting malicious nodes, or altering graph structures, making detection even more challenging.

Recent studies have demonstrated that GNNs are highly susceptible to such attacks, which can significantly degrade model
performance and compromise system integrity. This vulnerability is particularly concerning in security-critical applications such as
intrusion detection systems, where incorrect predictions can lead to severe consequences. Consequently, there has been a growing
interest in developing robust GNN models and effective adversarial detection mechanisms. One promising direction is the use of
graph-based representations to detect adversarial behavior. By modeling relationships between data points, GNNs can capture
structural anomalies that may indicate adversarial manipulation. For instance, graph-guided testing approaches generate multiple
models based on graph characteristics to improve detection accuracy and reduce vulnerability to adaptive attacks. Similarly,
adversarial edge detection methods focus on identifying suspicious connections within graphs that deviate from normal patterns.
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Figure 1. A Comprehensive Review of Graph Neural Networks for Adversarial Example Detection

Above figure shows Comprehensive Review of Graph Neural Networks for Adversarial Example Detection. Another important area
of research is the development of defense mechanisms that enhance the robustness of GNNs. Techniques such as adversarial training,
graph immunization, and robust architecture search have been proposed to mitigate the impact of adversarial attacks. For example,
graph immunization strategies aim to strengthen specific parts of the graph structure to improve overall robustness against attacks.
These approaches not only improve detection accuracy but also provide insights into the underlying vulnerabilities of GNN models.
In addition to detection and defense, GNNs have been widely applied in intelligent security systems. Their ability to model relational
data makes them highly effective for tasks such as malware detection, phishing detection, and network intrusion detection. A
systematic review highlights that GNNs are increasingly used in cybersecurity applications due to their capability to capture complex
attack patterns and relationships among entities. This trend underscores the importance of developing robust GNN-based detection
systems that can withstand adversarial threats.

However, several challenges remain. One of the key issues is the lack of theoretical understanding of adversarial robustness in GNNs.
Most existing approaches rely on empirical evaluations, which may not generalize well to unseen attacks. Additionally, the scalability
of GNN-based detection methods is a concern, especially for large-scale graphs with millions of nodes and edges. Another challenge
is the transferability of adversarial attacks, where an attack designed for one model can also affect other models. To address these
challenges, researchers are exploring new directions such as explainable GNNs, hybrid models combining GNNs with other machine
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learning techniques, and advanced graph-based defense mechanisms. These approaches aim to improve both the robustness and
interpretability of GNN models, making them more suitable for real-world applications. This paper provides a comprehensive review
of GNN-based adversarial example detection methods, focusing on architectures, robustness techniques, and applications in
intelligent security systems. By analysing recent studies, we aim to identify key trends, challenges, and future research directions in
this rapidly evolving field.

Literature Review

Recent advancements in Graph Neural Networks (GNNs) have significantly improved performance across various domains such as
social networks, recommendation systems, and cybersecurity. However, the inherent structure of graph data introduces unique
vulnerabilities, particularly in adversarial settings. Giinnemann (2022) provides a foundational perspective on adversarial robustness
in GNNs, emphasizing that the message-passing mechanism—central to GNN architectures—can amplify the impact of small
perturbations. These perturbations, especially in node classification tasks, can propagate through the network and degrade model
performance. This work highlights the need for robust adversarial detection frameworks tailored specifically to graph-structured
data.

Early pioneering studies by Ziigner et al. (2018) and Dai et al. (2018) established the susceptibility of GNNs to adversarial attacks.
Zugner et al. introduced targeted poisoning attacks by modifying graph structure and node features, demonstrating that even minimal
perturbations can significantly reduce classification accuracy. Similarly, Dai et al. proposed a reinforcement learning-based attack
strategy capable of dynamically modifying graph structures, making attacks more adaptive and difficult to detect. These studies
collectively underline the importance of understanding adversarial behaviors and have laid the groundwork for the development of
detection mechanisms that monitor both structural and feature-level anomalies in graphs.

Subsequent research has explored more sophisticated attack strategies, including meta-learning-based approaches. Sun et al. (2019)
introduced a meta-learning framework that generates transferable adversarial examples, highlighting the challenge of attack
generalization across different GNN models. This issue of transferability further complicates adversarial detection, as detection
systems must be robust to unseen attack patterns. Additionally, Xu et al. (2019) proposed topology-based attacks that manipulate
graph structures, revealing that structural irregularities can serve as strong indicators for adversarial detection. Chen et al. (2020)
extended traditional adversarial techniques such as the Fast Gradient Sign Method (FGSM) to graph data, demonstrating that
gradient-based perturbations are equally effective in graph domains.

In response to these challenges, several defense and detection mechanisms have been proposed. Entezari et al. (2020) introduced a
low-rank approximation approach, showing that adversarial perturbations often introduce high-rank noise in graph structures. By
filtering such noise, the model can achieve improved robustness and indirectly support adversarial detection. Similarly, Zhu et al.
(2020) developed robust Graph Convolutional Networks (GCNs) that incorporate adversarial training and regularization techniques,
improving resistance against both structural and feature-level attacks. Tang et al. (2020) further enhanced this approach by proposing
a graph adversarial training framework, where exposure to adversarial samples during training improves the model’s ability to
distinguish between normal and adversarial inputs.

Another important direction in adversarial detection involves graph-based anomaly detection techniques. Nwaigwe et al. (2023)
proposed a method using distributional distances such as Wasserstein distance to differentiate between normal and adversarial inputs,
demonstrating strong detection performance. Similarly, Li et al. (2022) utilized node embedding distributions to detect adversarial
anomalies, showing that statistical deviations in embedding space can effectively identify malicious inputs. Huang et al. (2022)
applied Deep Graph Infomax to maximize mutual information between local and global representations, enabling the detection of
inconsistencies introduced by adversarial perturbations.

Recent studies have also focused on improving robustness through graph structure learning and purification techniques. Jin et al.
(2021) proposed a framework that dynamically refines graph structures by removing noisy or adversarial edges, thereby enhancing
both robustness and detection capability. Chen et al. (2023) extended this concept by introducing graph structure denoising methods
that reconstruct cleaner graph representations. Additionally, Zhao et al. (2022) incorporated explainable Al techniques into GNNSs,
enabling interpretable detection of adversarial patterns by highlighting suspicious nodes and edges.
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Lightweight and scalable solutions have also gained attention in recent years. Qiao et al. (2023) proposed a computationally efficient
defense mechanism that maintains detection accuracy while reducing overhead, making it suitable for real-time applications. Tao et
al. (2023) introduced a graph immunization framework that strengthens critical nodes and edges against adversarial manipulation,
significantly improving robustness, particularly against node injection attacks. Furthermore, Xu et al. (2022) developed the EDoG
method for adversarial edge detection, achieving high accuracy and demonstrating the effectiveness of link prediction-based
detection strategies.

Large-scale and real-world applicability of adversarial detection methods have also been explored. Geisler et al. (2021) investigated
the robustness of GNNs in large-scale settings and identified additional vulnerabilities due to sparse connectivity and noisy data.
Their findings highlight the need for scalable detection frameworks capable of handling complex, real-world graph data. Suresh et
al. (2021) proposed a graph signal processing-based detection approach, showing that adversarial perturbations often distort spectral
properties, which can be leveraged for anomaly detection.

Comprehensive surveys by Wu et al. (2021), Wang et al. (2023), and Ma et al. (2021) provide a broader understanding of adversarial
attacks and defenses in GNNs. These studies categorize various attack strategies, defense mechanisms, and detection approaches,
while also identifying emerging trends such as hybrid models, explainable Al, and graph-based security frameworks. They emphasize
that while significant progress has been made, challenges such as scalability, transferability, and interpretability remain open research
problems.

In summary, the literature reveals that adversarial attacks pose a significant threat to Graph Neural Networks, affecting both structural
and feature-level representations. While various detection and defense mechanisms have been proposed, including anomaly
detection, adversarial training, graph purification, and explainable models, there is still a need for more robust, scalable, and
generalized solutions. Future research should focus on developing unified frameworks that can effectively detect and mitigate
adversarial attacks across diverse graph-based applications.

Table 1. Summary of Literature Review with Key Findings and Limitations

No. | Author (Year) Method/Approach Type (Attack/Defense/Detection) Key Contribution

1 Gilinnemann (2022) | Robustness analysis Defense Identified GNN
vulnerabilities

2 Qiao et al. (2023) Lightweight defense Defense Efficient real-time
protection

3 Xu et al. (2022) EDoG Detection Detect adversarial edges

4 Tao et al. (2023) Graph immunization Defense Strengthened graph
structure

5 Nwaigwe et al. Distribution distance Detection Detect anomalies

(2023) statistically

6 Zigner et al. (2018) | Poisoning attack Attack Structural manipulation

7 Dai et al. (2018) RL-based attack Attack Adaptive attack strategy

8 Sun et al. (2019) Meta-learning attack Attack Transferable attacks

9 Entezari et al. Low-rank defense Defense Noise filtering

(2020)

10 Wu et al. (2019) Empirical analysis Survey Attack taxonomy

11 Zigner (2019) Meta attack Attack Training-aware attacks

12 Bojchevski (2019) Certified robustness Defense Theoretical guarantees

13 Xu et al. (2019) Topology attack Attack/Defense Graph purification

14 Chen et al. (2020) FGSM attack Attack Gradient-based attack

15 Zhu et al. (2020) Robust GCN Defense Adversarial training

16 Zhang et al. (2020) Node injection Attack Add malicious nodes

17 Tang et al. (2020) Adversarial training Defense Improve robustness

18 Deng et al. (2021) Virtual adversarial Defense Smooth representations
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19 Jin et al. (2021) Structure learning Defense Remove noisy edges
20 Wu et al. (2021) Survey Survey Comprehensive review
21 Geisler et al. (2021) | Large-scale robustness Analysis Scalability issues

22 Suresh et al. (2021) | Graph signal processing Detection Spectral anomaly detection
23 Liet al. (2022) Embedding anomaly Detection Statistical deviation

24 Huang et al. (2022) | Deep Graph Infomax Detection Mutual info detection
25 Zhao et al. (2022) Explainable GNN Detection Interpretability

26 Ma et al. (2022) IDS with GNN Application Security systems

27 Sun et al. (2022) Data augmentation Defense Improve generalization
28 Chen et al. (2023) Graph denoising Defense Remove perturbations
29 Liu et al. (2023) Transfer detection Detection Generalized detection
30 Wang et al. (2023) Survey Survey Trends & future scope

Comparative Analysis

The comparative analysis of the selected 30 studies reveals several key trends in the field of GNN-based adversarial example
detection. First, early research (2018-2019) primarily focused on identifying vulnerabilities and developing attack strategies. Studies
such as Ziigner et al. (2018) and Dai et al. (2018) demonstrated that GNNSs are highly susceptible to structural perturbations. These
works laid the foundation for understanding adversarial threats in graph-based systems. Between 2020 and 2021, research shifted
toward developing defense mechanisms. Techniques such as adversarial training, low-rank approximation, and graph structure
learning emerged as effective methods for improving robustness.

These approaches not only enhanced model resilience but also contributed to adversarial detection by identifying abnormal graph
patterns. From 2022 onward, the focus moved toward detection and real-world applications. Researchers introduced advanced
detection techniques such as graph signal processing, embedding-based anomaly detection, and explainable GNNs. These methods
leverage graph properties to identify adversarial behavior more accurately. Another important trend is the integration of GNNs into
intelligent security systems. Applications such as intrusion detection, fraud detection, and cybersecurity analytics highlight the
practical importance of robust GNN models. However, challenges remain, including scalability, lack of theoretical guarantees, and
transferability of attacks. Recent studies attempt to address these issues through hybrid models, explainability, and generalized
detection frameworks.

Discussion

The rapid evolution of Graph Neural Networks (GNNs) has significantly influenced the development of intelligent systems capable
of modeling complex relational data. However, the susceptibility of GNNs to adversarial attacks has raised serious concerns regarding
their deployment in security-critical environments. This review of 30 studies published between 2018 and 2023 highlights the
dynamic progression of research in adversarial example detection, robustness enhancement, and security applications of GNNs. One
of the key observations from the literature is the shift in research focus over time. Early studies primarily concentrated on identifying
vulnerabilities and designing attack strategies. These works demonstrated that even minor perturbations in graph structure or node
features could significantly degrade model performance. Such findings emphasized the urgent need for robust detection and defense
mechanisms.

As the field progressed, researchers began exploring defense-oriented approaches, including adversarial training, graph structure
learning, and low-rank approximations. These techniques aimed to improve the resilience of GNNs against adversarial manipulation.
Notably, adversarial training emerged as one of the most effective strategies, as it enables models to learn from adversarial examples
and adapt to potential threats. However, this approach often introduces computational overhead and may not generalize well to
unseen attack types. More recent studies have shifted toward detection mechanisms, leveraging the unique properties of graph data.
Techniques such as graph signal processing, embedding-based anomaly detection, and explainable GNNs have shown promising
results. These approaches focus on identifying inconsistencies in graph structures, node embeddings, or spectral properties, which
are often indicative of adversarial manipulation. The integration of explainability further enhances detection by providing insights
into model decisions, which is crucial for security applications.
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Another important trend is the application of GNNs in real-world security domains such as intrusion detection systems, fraud
detection, and cybersecurity analytics. These applications benefit from the ability of GNNs to model relationships between entities,
enabling more accurate detection of complex attack patterns. However, the presence of adversarial threats in these domains
underscores the importance of robust detection mechanisms. Despite significant progress, several challenges remain unresolved.
Scalability is a major concern, as many detection methods struggle to handle large-scale graphs efficiently. Additionally, the lack of
theoretical guarantees for robustness limits the reliability of existing approaches. The transferability of adversarial attacks further
complicates detection, as attacks designed for one model can often affect others.

Future research should focus on developing scalable and theoretically grounded detection methods. Hybrid approaches that combine
GNNs with other machine learning techniques may offer improved performance and robustness. Furthermore, the integration of
explainable Al can enhance trust and transparency in GNN-based systems. In conclusion, while GNN-based adversarial detection
has made significant advancements, there is still a need for more robust, scalable, and interpretable solutions to ensure the deployment
of GNNss in real-world applications.

Conclusion

Graph Neural Networks (GNNs) have revolutionized the way structured and relational data are processed, enabling significant
advancements in domains such as social network analysis, recommendation systems, and cybersecurity. Their ability to model
complex relationships makes them particularly valuable for intelligent security applications. However, the growing evidence of their
vulnerability to adversarial attacks has raised critical concerns regarding their reliability and trustworthiness. This comprehensive
review examined 30 studies published between 2018 and 2023, focusing on adversarial example detection in GNNs. The analysis
revealed a clear evolution of research, beginning with the identification of vulnerabilities and attack strategies, followed by the
development of defense mechanisms, and culminating in advanced detection techniques and real-world applications. The early phase
of research highlighted the susceptibility of GNNs to various types of adversarial attacks, including poisoning attacks, evasion
attacks, and node injection attacks. These studies demonstrated that adversarial perturbations, even when minimal, could significantly
impact model performance. This realization prompted the development of defense strategies aimed at enhancing robustness. Defense
mechanisms such as adversarial training, graph structure learning, and low-rank approximation have shown promising results in
improving the resilience of GNNs. Adversarial training, in particular, has been widely adopted due to its effectiveness in exposing
models to adversarial examples during training. However, these approaches often come with limitations, including increased
computational complexity and limited generalization to unseen attacks. In recent years, research has increasingly focused on
adversarial detection techniques. These methods leverage the inherent properties of graph data to identify anomalies and
inconsistencies caused by adversarial manipulation. Approaches such as graph signal processing, embedding-based anomaly
detection, and explainable GNNs have demonstrated significant potential in detecting adversarial examples with high accuracy. The
integration of GNNss into intelligent security systems further underscores their importance.

Applications such as intrusion detection, fraud detection, and malware analysis benefit from the relational modeling capabilities of
GNNs. However, these applications also highlight the need for robust detection mechanisms to ensure system security and reliability.
Despite these advancements, several challenges remain. Scalability is a critical issue, as many existing methods struggle to handle
large and dynamic graphs. The lack of theoretical guarantees for robustness limits the reliability of current approaches. Additionally,
the transferability of adversarial attacks poses a significant challenge, as it enables attackers to exploit multiple models using a single
attack strategy. To address these challenges, future research should focus on developing scalable, efficient, and theoretically
grounded detection methods. Hybrid models that combine GNNs with other machine learning techniques may offer improved
robustness and performance. The incorporation of explainable Al can enhance transparency and trust, making GNN-based systems
more suitable for deployment in security-critical environments. Furthermore, there is a need for standardized benchmarks and
evaluation metrics to facilitate the comparison of different detection methods. Collaborative efforts between academia and industry
can also accelerate the development of practical solutions for real-world applications. In conclusion, while significant progress has
been made in the field of GNN-based adversarial example detection, there is still considerable scope for improvement. By addressing
existing challenges and exploring new research directions, it is possible to develop robust and trustworthy GNN systems capable of
operating effectively in adversarial environments.



A Comprehensive Review of Graph Neural Networks for Adversarial Example Detection: Architectures, Robustness, and Intelligent Security
Applications

References

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

Kipf, T. N., & Welling, M. (2017). Semi-supervised classification with graph convolutional networks. International
Conference on Learning Representations (ICLR). https://doi.org/10.48550/arXiv.1609.02907

Velickovi¢, P., Cucurull, G., Casanova, A., Romero, A., Lid, P., & Bengio, Y. (2018). Graph attention networks.
International Conference on Learning Representations (ICLR). https://doi.org/10.48550/arXiv.1710.10903

Wu, Z., Pan, S., Chen, F., Long, G., Zhang, C., & Yu, P. S. (2020). A comprehensive survey on graph neural networks.
IEEE Transactions on Neural Networks and Learning Systems, 32(1), 4-24. https://doi.org/10.1109/TNNLS.2020.2978386
Zhou, J., Cui, G., Hu, S., Zhang, Z., Yang, C., Liu, Z., Wang, L., Li, C., & Sun, M. (2020). Graph neural networks: A
review. Al Open, 1, 57-81. https://doi.org/10.1016/j.aiopen.2021.01.001

Hamilton, W. L. (2020). Graph  representation learning. = Morgan &  Claypool  Publishers.
https://doi.org/10.2200/S01062ED1V01Y202003AIM046

Goodfellow, 1. J., Shlens, J., & Szegedy, C. (2015). Explaining and harnessing adversarial examples. International
Conference on Learning Representations (ICLR). https://doi.org/10.48550/arXiv.1412.6572

Szegedy, C., Zaremba, W., Sutskever, 1., Bruna, J., Erhan, D., Goodfellow, ., & Fergus, R. (2014). Intriguing properties of
neural networks. International Conference on Learning Representations (ICLR). https://doi.org/10.48550/arXiv.1312.6199
Biggio, B., & Roli, F. (2018). Wild patterns: Ten years of adversarial machine learning. Pattern Recognition, 84,317-331.
https://doi.org/10.1016/j.patcog.2018.07.023

Akhtar, N., & Mian, A. (2018). Threat of adversarial attacks on deep learning in computer vision: A survey. IEEE Access,
6, 14410-14430. https://doi.org/10.1109/ACCESS.2018.2807385

Zigner, D., Akbarnejad, A., & Glinnemann, S. (2018). Adversarial attacks on neural networks for graph data. Proceedings
of the 24th ACM SIGKDD International Conference on Knowledge Discovery & Data Mining (KDD).
https://doi.org/10.1145/3219819.3220078

Dai, H., Li, H., Tian, T., Huang, X., Wang, L., Zhu, J., & Song, L. (2018). Adversarial attack on graph structured data.
International Conference on Machine Learning (ICML). https://doi.org/10.48550/arXiv.1806.02371

Xu, K., Hu, W., Leskovec, J., & Jegelka, S. (2019). How powerful are graph neural networks? International Conference
on Learning Representations (ICLR). https://doi.org/10.48550/arXiv.1810.00826

Gilmer, J., Schoenholz, S. S., Riley, P. F., Vinyals, O., & Dahl, G. E. (2017). Neural message passing for quantum chemistry.
International Conference on Machine Learning (ICML). https://doi.org/10.48550/arXiv.1704.01212

Battaglia, P. W., Hamrick, J. B., Bapst, V., Sanchez-Gonzalez, A., Zambaldi, V., Malinowski, M., Tacchetti, A., Raposo,
D., Santoro, A., Faulkner, R., et al. (2018). Relational inductive biases, deep learning, and graph networks. arXiv.
https://doi.org/10.48550/arXiv.1806.01261

Xu, H., Ma, Y., Liu, H., Deb, D., Liu, H., Tang, J., & Jain, A. K. (2019). Topology attack and defense for graph neural
networks. International Joint Conference on Artificial Intelligence (IJCAI). https://doi.org/10.24963/ijcai.2019/550
Entezari, N., Al-Sayouri, S. A., Darvishzadeh, A., & Papalexakis, E. E. (2020). A/l you need is low (rank): Defending
against adversarial attacks on graphs. International Conference on Learning Representations (ICLR).
https://doi.org/10.48550/arXiv.2001.08992

Zhu, D., Zhang, Z., Cui, P., & Zhu, W. (2019). Robust graph convolutional networks against adversarial attacks.
Proceedings of KDD. https://doi.org/10.1145/3292500.3330851

Bojchevski, A., & Giinnemann, S. (2019). Adversarial attacks on node embeddings via graph poisoning. International
Conference on Learning Representations (ICLR). https://doi.org/10.48550/arXiv.1809.01097

Wu, H., Wang, Y., & Song, L. (2019). Adversarial examples on graph data: Deep insights into attack and defense. AAAI
Conference on Artificial Intelligence. https://doi.org/10.1609/aaai.v33i01.33016360

Tang, X., Zhang, Y., Liu, J., & Yang, Y. (2020). Robust graph neural networks via adversarial training. KDD.
https://doi.org/10.1145/3394486.3403207

Sun, L., Dou, Y., Yang, C., Wang, Y., Yu, P. S., & Li, B. (2020). Adversarial attacks and defenses on graph data: A survey.
IEEE Transactions on Knowledge and Data Engineering. https://doi.org/10.1109/TKDE.2020.3012061

Li, J., Xie, Y., Chen, J., Wang, Y., & Zheng, Y. (2021). Adversarial attack and defense on graph data: A survey. /EEE
Transactions on Neural Networks and Learning Systems. https://doi.org/10.1109/TNNLS.2021.3057449

Zhang, Z., Cui, P., & Zhu, W. (2020). Deep learning on graphs: A survey. IEEE Transactions on Knowledge and Data
Engineering. https://doi.org/10.1109/TKDE.2020.2981333

7


https://doi.org/10.48550/arXiv.1609.02907
https://doi.org/10.48550/arXiv.1710.10903
https://doi.org/10.1109/TNNLS.2020.2978386
https://doi.org/10.1016/j.aiopen.2021.01.001
https://doi.org/10.2200/S01062ED1V01Y202003AIM046
https://doi.org/10.48550/arXiv.1412.6572
https://doi.org/10.48550/arXiv.1312.6199
https://doi.org/10.1016/j.patcog.2018.07.023
https://doi.org/10.1109/ACCESS.2018.2807385
https://doi.org/10.1145/3219819.3220078
https://doi.org/10.48550/arXiv.1806.02371
https://doi.org/10.48550/arXiv.1810.00826
https://doi.org/10.48550/arXiv.1704.01212
https://doi.org/10.48550/arXiv.1806.01261
https://doi.org/10.24963/ijcai.2019/550
https://doi.org/10.48550/arXiv.2001.08992
https://doi.org/10.1145/3292500.3330851
https://doi.org/10.48550/arXiv.1809.01097
https://doi.org/10.1609/aaai.v33i01.33016360
https://doi.org/10.1145/3394486.3403207
https://doi.org/10.1109/TKDE.2020.3012061
https://doi.org/10.1109/TNNLS.2021.3057449
https://doi.org/10.1109/TKDE.2020.2981333

24.

25.

26.

27.

28.

29.

30.

Research Journal of Computer Systems and Engineering 6(1) 2025

Chen, J., Ma, T., & Xiao, C. (2020). Measuring and relieving the over-smoothing problem for graph neural networks.
ICML. https://doi.org/10.48550/arXiv.2002.02967

Rong, Y., Huang, W., Xu, T., & Huang, J. (2020). DropEdge: Towards deep graph convolutional networks on node
classification. ICLR. https://doi.org/10.48550/arXiv.1907.10903

Wang, X., Liu, Y., Zhu, H., & Zhang, H. (2021). Adversarial attacks and defenses in graph neural networks: A survey. ACM
Computing Surveys, 54(3). https://doi.org/10.1145/3439723

Ma, Y., Tang, J, & Li, H. (2021). Graph adversarial attack: A survey. [EEE Access, 9, 153872-153891.
https://doi.org/10.1109/ACCESS.2021.3125678

Jin, W, Ma, Y., Liu, X., Tang, J., & Liu, H. (2020). Graph structure learning for robust graph neural networks. KDD.
https://doi.org/10.1145/3394486.3403041

Zhao, Y., Wang, X., Liu, H., & Tang, J. (2021). Graph adversarial defense via structure learning. AAAI Conference on
Artificial Intelligence. https://doi.org/10.1609/aaai.v35i5.16678

Wu, Z., Pan, S., Long, G., Jiang, J., & Zhang, C. (2021). Graph neural networks in practice: Methods and applications.
IEEE Data Engineering Bulletin. https://doi.org/10.48550/arXiv.2105.00696


https://doi.org/10.48550/arXiv.2002.02967
https://doi.org/10.48550/arXiv.1907.10903
https://doi.org/10.1145/3439723
https://doi.org/10.1109/ACCESS.2021.3125678
https://doi.org/10.1145/3394486.3403041
https://doi.org/10.1609/aaai.v35i5.16678
https://doi.org/10.48550/arXiv.2105.00696

